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Presentation to IOTSWC Barcelona

Blockchain and
Supply Chain—
Where’s the Value?
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4. Our view on how this will play out 

over time

3. Use cases (and expected value) for 

block chain in the supply chain

1. How block chain can be a good 

solution for supply chain

What we 

want you 

to take 

away from 

this session

5. Key success factors for how to 

develop a supply chain ecosystem

2. When to consider block chain or 

control tower solutions
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Blockchain offers many benefits over traditional IT 
solutions…

Source: BCG analysis

Automation

Users can trust that 

transactions are executed 

exactly as participants intend, 

reducing need for trust in 

counterparty

Durability and reliability

Decentralized networks does 

not have a central point of 

failure and is better able to 

withstand malicious attacks

Single source of truth

Data is consistent, timely, 

accurate, and widely available 

as single source of truth

Lower costs

By disintermediation, 

transactions can be made 

without need for 3rd party 

transaction fees

Permissioned access

Users and organizations can be 

in control of all their 

information and transactions & 

with whom it is shared

Immutability

Blockchains history can not be 

altered or deleted outside of 

consensus protocol which 

establishes immutability

Real-time visibility

Changes to a blockchains are 

immediately available to all 

participating parties creating 

full transparency

Trustless exchange

Parties can exchange 

information without need for 

oversight by a third party
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… and these translate to new capabilities in
supply chain

• Far more visibility—Can “see” upstream 

and downstream data if permitted

• Much simpler integration—one 

integration per block chain vs many P2P

• Highly robust—if suppliers go bust, merge 

etc. you don’t lose data

• No need to trust intermediary—no 

danger of 800lb gorilla using your data

• Facilitates easy transfer of assets—

digital assets (digital twins, bills of 

lading, digitized paperwork) easily 

transferred just like in the offline world
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4

However, we 
already have 
“control tower” 
solutions. Which 
one is best 
depends on the 
value of trust and 
automation

Blockchain sweet—

spot applications

Control tower 

applications

Blockchain has

limited value

Niche

applications

Low HighValue of trust

Low

High

Value of

automation
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… and as a result there has been lots of momentum in 
supply chain and block chain solutions—2018 examples …

Source: BCG analysis, pitchbook, supplychain-digital, techcrunch, company websites, coinfrenzy.io, ledger insights, ejinsight, coindesk

IBM launched track 

and trace solution 

with jewelry 

consortium

Tracr and DeBeers

traced first 100 

diamonds through 

the supply chain

IBM launched 

product for global 

food supply track 

and trace

with Walmart,

Nestle, +9

Guardtime and 

Lockheed Martin

to bring greater 

security to 

aerospace

supply chain

Accenture and 

Thales fighting 

counterfeit on 

Hyper-ledger 

Fabric

SAP and Merck to 

tackle Pharma 

supply chain

Viant and GSK

to build

pharma supply

chain solution

SkuChain and NTT 

DATA to create 

fully integrated IoT

block chain 

platform

Subway and Tyson 

Foods set to join 

FoodLogicQ pilot 

Q3 2018

Microsoft and 

Adents Novatrack

create solution

for full supply

chain visibility

WWF and BCG 

Digital Ventures 

launch OpenSC to 

enable trusted eco 

and ethical product 

provenance

Oracle launches 

four new

block chain apps

to increase 

transparency in the 

supply chain

IBM and Maersk 
register 94+ 
companies to 
TradeLens, a 
platform for the 
global shipping 
ecosystem

Anheuser Busch 

InBev partners with 

BanQu to empower 

last-milefarmers 

and ensure

product quality

Jan Apr May Jun Jul Aug Oct Jan2018
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… and for 2019

Source: BCG analysis, pitchbook, supplychain-digital, techcrunch, company websites, coinfrenzy.io, ledger insights, ejinsight, coindesk

Uruguay Can teams 

up with Aeternity

to track cannabis 

from seed to final 

product—for safety 

and compliance

Icertis and Mercedes 

Benz partner to 

streamline 

paperwork and 

contracts across 

value chain

Standard Charter 

and Linklogis team

up to increase 

transparency

into supply

chain finance

Avery Dennison and 

BeefChain team up 

on track and trace 

platform for beef 

products from farm 

to table

Citizen Reserve 

introduces

“supply chain as

a service” with

end-to-end visibility

for consumers

Minehub digitizes full 

mining supply

chain allowing for

tracking and

transparency from

“mine to market”

WWF and BCG 

Digital Ventures 

launch OpenSC to 

enable trusted eco 

and ethical product 

provenance

Shipchain and 

Scanlog partner to 

“track and trace” 

freight across 

logistics network

Minespider and 

Volkswagen track 

carmaker's lead 

supply for 

sustainability and 

ethical sourcing

Merck, Walmart, 

IBM, and KPMG 

launch pilot to 

track and record 

drugs’ route

to consumers

Nestle partners 

with OpenSC to 

give consumers 

specific sourcing 

and sustainability 

information

Jan Feb Mar Apr May Jun Jul Aug Sep2019
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We see nine major use case categories across blockchain – almost all of these 
have active, in production examples (electronic supply chain example)…

Mines Smelters
Tier 2 

suppliers

Compo-

nent

supplier

Board 

build site

Distri-

bution 

centers

Finished 

goods

build site

Customers1Channel 

partners

Raw Material

Component

Raw Material

Finished 

Goods

Semi 

FG

PROVENANCE / ANTI-COUNTERFEITING2

5 SUPPLY CHAIN ORCHESTRATION (FORECASTING, PLANNING, BUY/SELL PRICING)

8 SUPPLIER FINANCING 9 ENTITLEMENTS / USAGE TRACKING 

Product usage / 

aftermarket

6 SUPPLIER RATINGS / SOURCING 7 PLM / SERVICE HISTORY

Future 

owners

Service 

partners

1. Potentially multiple customers over a product's lifetime
Source: BCG analysis

1 PROVENANCE / CONFLICT RESOURCES

3 QUALITY + RECALL MANAGEMENT

4 LOGISTICS (TRACK & TRACE, CUSTOMS, PAPERWORK)

TRACK AND TRACE USE CASES
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… however, each have very different value to the ecosystem (electronics 
supply chain example, other industries will vary)

Low High (ish)Ease of implementation

Low

High

Use

Case

value

1
PROVENANCE /

CONFLICT RESOURCES

2
PROVENANCE / 

ANTI-COUNTERFEITING

3
QUALITY + RECALL

MANAGEMENT

4 LOGISTICS

5
SUPPLY CHAIN 

ORCHESTRATION

6SUPPLIER RATINGS / 

SOURCING

7 PLM / SERVICE HISTORY

8
SUPPLY CHAIN 

FINANCING

9 ENTITLEMENTS / USAGE TRACKING

Emerging KSFs

Business value

Aligned incentives 

across entire ecosystem

Ease of critical mass 

(aka MVE or minimum 

viable ecosystem)

Simplicity

(relatively anyway)
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Example 1: Provenance in diamond industry

Created unique digital fingerprints on the blockchain, leveraging each diamond's 

unique properties

Tracked diamonds from mine (rough) to polished stone through entire supply chain, 

following Kimberley process

Allowed easy integration with existing SCM systems to minimize disruption

Developed a clear governance mechanism and privacy controls to encourage third 

party wholesalers to join

Blockchain solution specific to diamond industry in order to record a diamond’s provenance through the 

supply chain, reduce compliance costs and address consumer demand for transparency

Approach
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Example 2: Provenance/anti-counterfeiting
in electronics

Identified critical mass of suppliers to collect data from—and made onboarding easy

Selected limited number of high-value components to secure

Built mobile app that can scan product QR codes to make it easy to read from

blockchain in real time

Trained brand protection and other staff on using new app

Large electronics company developed anti-counterfeiting solution for highly counterfeited components, 

saw this as a stepping stone to end-to-end supply chain orchestration solution

Approach
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Example 3: Quality/recall management 
in food and beverage industry

Number of traceability Blockchain pilots

in Food and Beverage industry (2016-2019 YTD)

Example:

Walmart Food Traceability Initiative1

1. See Walmart’s September 2018 announcement to suppliers:
2. https://techcrunch.com/2018/09/24/walmart-is-betting-on-the-blockchain-to-improve-food-safety/
Note: Not exhaustive—data includes publically announced corporate pilots

• Launched in September 2018

• Partnership with IBM’s

Food Trust Solution

• “Increase transparency in the food 

system and create shared value for

the entire leafy green farm to

table continuum”1

• End-to-end supply chain required to 

upload data to blockchain by 

September 2019

• Reduced time to identify source of 

food from 7 days to 2.2 seconds2
3

16

22

44

0

10

20

30

40

50

201820172016 2019

https://corporate.walmart.com/media-library/document/blockchain-supplier-letter-september-2018/_proxyDocument?id=00000166-088d-dc77-a7ff-4dff689f0001
https://techcrunch.com/2018/09/24/walmart-is-betting-on-the-blockchain-to-improve-food-safety/
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Example 4: Logistics and storage; estimated net benefit of ~0.6% 
from an IoT with Blockchain implementation

0,8

0,2

Incremental 

Benefit

Implementation 

Cost

~0.6%

Net Benefit

IoT with blockchain solution delivers an 

average net benefit of ~0.6% of revenue

Range 0.6-1.0% 0.15-0.25% 0.4-0.8%

Range Economic impact Driver (% of Revenue) Optimization possible

0.17-0.26%
Inventory holding
cost ↓

• Inventory carrying cost:
2-2.5%

• Optimization with real-
time tracing on BC: 
~10%

0.28-0.56% LC1 fees ↓
• LC transaction fees:

~0.56%
• Portion that can be 

eliminated: 50-100%

0.01-0.02%
Blocked working
capital ↓

• Probability of damage per 
shipment: ~2.3%

• WC days at stake: 40-60 days

• Reduction in dispute 
resolution time = ~75%

0.00-0.06% Broker fees ↓
• Customs brokerage per 

shipment: 0.01-0.13%
• Reduction through BC

use: 50%

0.07-0.15%
Pilferage
Fraud ↓

• Probability of theft per 
shipment: 0.14-0.19%

• Savings with BC: 50-80%

0.02-0.02% Container cost ↓
• Container cost per shipment: 

~0.2%
• Optimization through 

container sharing: ~10%

Breakdown of Incremental benefit

0.02%

0.11%

0.03%

0.02%

0.42%

0.22%

0.82%

6

5

4

3

2

1

0.6-1.0%

1. LC—Letter of Credit

Driven by 

Cost 

Reduction

CR Cost impact
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To facilitate coordination, blockchain consortia are 
emerging across industries

16
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Source: Not exhaustive, BCG analysis 

Number of Blockchain consortia by industry
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How we see the 

market evolving
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How we see the market evolving

1-3 major blockchain ecosystems per industry will emerge

Ecosystems led by “800lb gorillas” more likely to succeed …

“Minimum Viable Ecosystem” will enter our lexicon

Blockchains need to talk to each other already

EDI spaghetti will slowly go away, blockchain becomes the default SVOT

Blockchain will be complementary to SCM software and eventually embedded

… but ease of use is the other way to win
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However, there are several barriers for
Blockchain implementation

Governance still 

being figured out

Transparency shifts 

balance of power

Technology and data 

security not fully understood

6

5

43

2

1

4

5

6

Significant

investment required

Monetization

options unclear

First mover 

“disadvantage”

3

2

1
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Significant 
investment 
required and
“first mover 
disadvantage”: 
Barriers and 
solutions

• Development is expensive

• The tech is not fully mature

• Convincing others to join is time-consuming

Developing a blockchain platform is expensive 

and time-intensive

• Are competitors benefiting from my effort?

• How do I get paid for the extra effort?

• So should I lead or follow?

… and if I do all this, do I make a return?
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Path to 
monetization 
is unclear

ICOs

• Initial coin offerings tried as “gas” for 

business applications, but little appetite 

from enterprises

Direct business benefit

• Promises real-time data, single version of truth, 

increased customer responsivity and transparency, 

compliance with regulation

Subscription or transaction fee

• Multiple models being tried (per 

node, per tx, flat fees)

• Challenging to price correctly,

as value of different assets

varies widely
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Blockchain is still not fully understood: Bridging the 
understanding gap

Everyone can see 
my data

It’s expensive, 
we have no more 

budget

It uses a lot
of energy

It’s too slow and 
doesn’t scale …

It’s not GDPR-
compliant …

1 32

4 5
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• Who are the decision makers?

• Who has voting rights?

• How is consensus achieved?

Leadership and decision makers

• How to incentivize early adopters?

• How to address bad behavior?

• Will participants need to pay for access?

• How will new participants/partners be onboarded?

Participants and partners
Governance 
for blockchain 
is still being 
figured out: 
What needs to 
be considered

• What are the governing data standards?

• Where is data stored?

• How do local regulations affect data sharing?

• How much IP sharing will exist?

• Which use cases will be addressed?

• What is response to edge cases?

Data and development
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Transparency shifts balance of power

Successful implementation of Blockchain in supply chains requires participation 

along the entire value chain

However, increased transparency provided by Blockchain does not benefit all

Those standing to lose power with enhanced transparency need to be 

incentivized to participate—finding effective incentives critical to success
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Your checklist for success—all of these need to be 
addressed for adoption success

Customer vision • Value proposition • Customer targeting • Driving adoption

Ecosystem value • Aligned strategic goals • Value creation • Value sharing

Partnerships
• Partnership needs and 

partnership models

• On and off-boarding 

partners
• Ecosystem community

Organization and 

talent
• Organizational set up • Talent and skills • Culture

Rules of engagement • Decision making
• Protection of

intellectual property
• Quality management

Data and processes
• Process mapping

and interaction
• Data management • Tools and infrastructure
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Questions
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The services and materials provided by Boston Consulting Group (BCG) are subject to BCG's Standard Terms 

(a copy of which is available upon request) or such other agreement as may have been previously executed by BCG. 

BCG does not provide legal, accounting, or tax advice. The Client is responsible for obtaining independent advice 

concerning these matters. This advice may affect the guidance given by BCG. Further, BCG has made no undertaking 

to update these materials after the date hereof, notwithstanding that such information may become outdated 

or inaccurate.

The materials contained in this presentation are designed for the sole use by the board of directors or senior 

management of the Client and solely for the limited purposes described in the presentation. The materials shall not be 

copied or given to any person or entity other than the Client (“Third Party”) without the prior written consent of BCG. 

These materials serve only as the focus for discussion; they are incomplete without the accompanying oral commentary 

and may not be relied on as a stand-alone document. Further, Third Parties may not, and it is unreasonable for any 

Third Party to, rely on these materials for any purpose whatsoever. To the fullest extent permitted by law (and except 

to the extent otherwise agreed in a signed writing by BCG), BCG shall have no liability whatsoever to any Third Party, 

and any Third Party hereby waives any rights and claims it may have at any time against BCG with regard to the 

services, this presentation, or other materials, including the accuracy or completeness thereof. Receipt and review of 

this document shall be deemed agreement with and consideration for the foregoing.

BCG does not provide fairness opinions or valuations of market transactions, and these materials should not be relied on 

or construed as such. Further, the financial evaluations, projected market and financial information, and conclusions 

contained in these materials are based upon standard valuation methodologies, are not definitive forecasts, and are not 

guaranteed by BCG. BCG has used public and/or confidential data and assumptions provided to BCG by the Client. 

BCG has not independently verified the data and assumptions used in these analyses. Changes in the underlying data or 

operating assumptions will clearly impact the analyses and conclusions.
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• Additional detail on control tower vs. blockchain approach

• Other supply chain use cases seen
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What's really happening in the background

FOMO
(Fear Of Missing Out) FOOLS

(Fear Of Objectively

Looking Stupid)
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Additional detail—control tower vs. blockchain approach (1/2)

Control tower 

approach

Blockchain 

approach

Single source 

of truth

• Versions of data 

between control tower 

and participants vary, 

reconciliation req’d

• Identical, single 

version of truth stored 

on every blockchain 

node

Permissioned 

access

• Participants usually 

maintain own data

• Limited access to 

control tower data by 

3rd parties

• Participants can 

control who sees what 

data (to field level) 

using “selective 

disclosure” capabilities

Immutability

• Data stored can be 

altered retrospectively 

(not that common)

• Historical data can’t 

be altered, but 

updates can be 

appended; history of 

changes visible

• Data often lags 

between control tower 

and participants from 

batch processing etc.

Real-time 

visibility

• Can be close to

real-time, with all 

participants able to 

see same data within 

seconds (speeds vary)

• Process automation.

If you have a SVOT,

you can trigger 

transactions (for 

payment etc.)

• Company A can see B’s 

shipments with price 

lists, but X-Y can only 

see shipment weights

• Improves trust

• Easy to see if and

when price sheets 

change etc.

• Real time view of 

inventory, shipments 

etc. across entire 

supply chain possible

What this means 

for supply chain
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Additional detail—control tower vs. blockchain approach (2/2)

Control tower 

approach

Blockchain 

approach

Durability and 

reliability

• Control towers and 

participants will have 

backups, but hard to 

put back together

if necessary

• Every node has 

identical copy of data, 

so network inherently 

resistant to outages

Lower costs

• Control towers can 

charge rent

• IT complexity similar 

to blockchain

• Harder to charge rent

• SSOT means lower 

costs in reconciliation 

and automation

Automation

• Automation distributed 

either in control tower 

or with participants’ 

SCM systems—

potentially messy

• Automation happens on 

the blockchain using 

SVOT data—ironically 

looks more like a 

centralized system

• Participants must trust 

control tower not to 

change data or use it 

for own purposes

Trustless 

exchange

• Don’t need to trust 

anyone/anything

• Data, transactions 

made happen between 

entities on P2P basis

• Longevity—provenance 

records always there 

even if cos. Who made 

or touched it go bust

• Lowers participation 

risk given less chance 

of rent seeking 

behavior

• Opportunity to 

simplify, over time 

more logic would live 

on blockchain not SCM

• Should be no (real) 

concerns of joining bc 

network with multiple 

competitors

What this means 

for supply chain


